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FFHoOT7hHT > FDFEA [Valid Account T1078]

SHBCHERHINTWAIEROT7HT b (T7AHLNDTHTY FED) @
7 LT vy I)VEROEIS 5% [Tactic: Credential Access]

& Exploitation for Credential Access [T1212] (Acquire Access? [T1650])
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MegstE D EF [Exploit Public-Facing Application T1190]
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(1] FY &L T7xL >y VRS EHIMREE A A K54 588k https://digitalforensic.jp/wp-content/uploads/2021/05/g18-20210520.pdf
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CDIR-C - 7 —~INERWV—)L

CDIR-C (Cyber Defense Institute Incident
Response Collector) (&, FEEWREHRDFER

ED IR PEEAOEERSNECHZ RN STERCT
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—\_,0 LT
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« https://github.com/CyberDefenselnstitute/CDIR
« https://www.cyberdefense.jp/products/cdir.html
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Learn f Sysinternals / Downloads f

Autoruns for Windows v14.09

Article = 06/08/2023 = & contributors

In this article

Introduction

« https://learn.microsoft.com/ja-
jp/sysinternals/downloads/autoruns
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A _mhoEE 2023/04/27 17:14:38 Microsoft Windows secufi... 4524 Logen
2023/04/27 171425 Microsoft Windows securi... 4672 Special Logon
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[@IJ] JA VRO RAE: FeI OB (4/4)
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P¥2UFs  ARREE 29814 (0 HFLNA AV RARIERETT

F-0-F =Rprd:=37 =2 ARJHID 220073V
4 smoEs 2023/05/16 12:41:48 Microsoft Windows securi... 4625 Legon
O smneE 2023/05/16 12:41:48 Microsoft Windows securi... 4625 Logon
O smneE 2023/05/16 12:41:47 Microsoft Windows securi... 4625 Logon
O smneEE 2023/05/16 12:41:46 Microsoft Windows securi... 4625 Logon
O s 2023/05/16 12:41:46 Microsoft Windows securi... 4625 Logon
O s 2023/05/16 12:41:45 Microsoft Windows securi... 4625 Logon
% ZEINEE 2023/05/16 12:41:44 Microsoft Windows securi... 4625 Logon
% ZEINEE 2023/05/16 12:41:44 Microsoft Windows securi... 4625 Logon
% ZEINEE 2023/05/16 12:41:43 Microsoft Windows securi... 4625 Logon
% FEINEE 2023/05/16 12:41:42 Microsoft Windows securi... 4625 Logon
% FEINEE 2023/05/16 1241:41 Microsoft Windows securi... 4625 Logon
% FENEE 2023/05/16 1241:41 Microsoft Windows securi... 4625 Logon
% FENEE 2023/05/16 12:41:40 Microsoft Windows securi... 4625 Logon
% FEINEE 2023/05/16 1241:39 Microsoft Windows securi... 4625 Logon
ﬁ FEINEE 2023/05/16 1241:39 Microsoft Windows securi... 4625 Logon
B = 2023/05/16 12:41:38 Microsoft Windows securi... 4625 Logon
= 2023/05/16 12:41:37 Microsoft Windows securi... 4625 Legon
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JRENTFY —ILDERR

07 %FEHTRTWLLDIE, FEEICKE
Hayabusa % EZ Tools & DY — )L ASER L TR £ < O 7 % T

) GitHub - Yamato-Security/hayat: X 4 e - O X
O Eric Zimmerman's tools x +

&« > C & github.com/Yamato-Security/hayabusa
&« c @ ericzimmerman.github.io/#lindex.md a e Tk
‘= README.md

Eric Zimmerman's tools Documentation Benchmarks  Changelog  Choose theme~

AmcacheParser RecentFileCacheParser
‘ AppCompatCacheParser | RECmd
bstrings Registry Explorer
EvtxECmd RLA
[ i I
H A Y ABUSA Eric Zimmerman's Ezviewer
TOOLS 508 Explorer
[ i P . . . Hasher SBECmd

https://github.com/Yamato-Security/hayabusa https://ericzimmerman.github.io/#!index.md I
JLECmd 2 3gs Explon
JumplList Explorer SCOLECmd
LECmd SrumECmd
MFTECmMd SumECmd
MFETExplorer Timeline Explorer
PECmd WSCMount
REBCmd WxTCmd
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[F]] O F EFORAE: HayabusaTO N (1/2)

Results Summary:

First Timestamp: 2023-02-17 23:35:47.444 +08:00
Last Timestamp: 2023-05-16 19:57:01.892 +03:00

Events with hits / Total events: 19,556 / 30,780 (Data reduction: 11,224 events (36.47%))
Total | Unigue detections: 19,604 | 12
Total | Unigue high detections: 0 (0.00%) | 0 (0.00%)

Uniaue medium detections: 48 (0.24%) | 1 (8.33%)

Uniaue low detections: 19,478 (99.36%) | 3 (25,00%)

Uniaue informational detections: 78 (D.40%) | & (B5.67%)

Dates with most total detections:
., high: nfa, medium: 2023-05-16 (48), low: 2023-05-16 (19,393), informational: 2023-04-2

Top b computers with most unique detections:

medium: nda
low: DESKTOP-C394514 (3)
informat ional: DESKTOP-C9945L4 (3)

;
Top high alerts:

rne'a
ria
rne'a
r/a
r'a

Top medium alerts: Top low alerts:

P Guessing (48) Logon Fai lure (Wrong Password) (19,369)
n'a Credential Marager Enumerated (83)

n/a Credential Mamazer Accessed (26)

n/'a rd'a

n/a ra

Top informational alerts:

Proc Exec (33) Lozon (System) - Bootup (3)

Logon (Interactive) #*Creds in memory* (14)  Lozoff (User Initiated) (2)
min Logon Logon (Metwork) (1)

Lozoff (8) n/a

Explicit Logon (7) n/a

Saved file: Ci¥lUsers¥user¥Documents¥havabusa-output.csv (5.7 MB)
Elapsed time: 00:00:25,972

FS Cr¥lsers¥user¥lesktop¥havabusa-2.9. 1-win-64-hit>

s e e e o e e e e e e e o e e e 0 5 5 5 o e 5 0 3 5 5 5 5 0 e 0 5 0 £ 5 0 0 5 5 5 5 £ o 0 £ 0 0 £ £ 5 5 0 0 £ £ £ £ 5 5 5 5 5 5 £ 9 5 5 5 5 9 5 5 5 5 e e ey e e ey e e e e e

Top medium alerts: Top low alerts:

P Guessing (48) Logon Failure (Wrong Password) |
nda Credent ial Marnazer Erumerated
nda Credent ial Marager Accessed (26)
nda nda

medium & low T Logon Failure Z# 8 L TWA Z &M 5
« PW Guessing
« Logon Failure (Wrong Password)
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[7]] B 77 EIOFAE: Hayabusa TOEENT (2/2)

& Hayabusa?h’tH 71§ BCSV7 7 £ L DFEER

Logon Failure (Wrong Password) Type: 3 | TgtUser: user | SrcComp: kali | SrcIP: 192.168.10.41 | AuthPkg: NTLM | Proc: - Sec_4625 low logonFail WrongPW.yml
Logon Failure (Wrong Password) Type: 3 | TgtUser: user | SrcComp: kali | SrcIP: 192.168.10.41 | AuthPkg: NTLM | Proc: - Sec_ 4625 Low LogonFail WrongPW.yml
Logon Failure (Wrong Password) Type: 3 | TgtUser: user | SrcComp: kali | SrcIP: 192.168.10.41 | AuthPkg: NTLM | Proc: - Sec_4625 Low LogonFail WrongPW.yml
Logon Failure (Wrong Password) Type: 3 | TgtUser: user | SrcComp: kali | SrcIP: 192.168.10.41 | AuthPkg: NTLM | Proc: - Sec_4625 low logonFail WrongPW.yml
Logon Failure (Wrong Password) Type: 3 | TgtUser: user | SrcComp: kali | SrcIP: 192.168.10.41 | AuthPkg: NTLM | Proc: - Sec_ 4625 Low LogonFail WrongPW.yml

ARV FATDOATH R4 T Rt CDORT R L 7=V — L% RN A] B

EPIIKRRLTIND (Profile verbosel{ t % 3&3R)

0 | ] ! Z
author: Zach Mathis<
date: 2020/11/08<
modified: 2022/12/16«
<!

title: Logon Failure (Wrong Password)<
description: Prints logon information. «

o
id: e87bd730-df45-4ae9-85de-6¢75369¢c5d29<
level: low<
status: stable«
logsource: <
product: windows<
service: security<
detection:<
selection_basic:<
Channel : Security<
EventID: 4625«
selection_wrong_password: <
SubStatus: “0xc000006a” #Wrong password<
20 condition: selection_basic and selection_wrong_password
Z1 [TalsepositIves.
22 - user mistypes password<
23 |tags:F
24 \references:<
25 [ruletype: Hayabusa<

22 \Orchestrating a brighter world N E‘
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[

A VIRERD

=[x
p/H

®EZTools D1DTH 5 EvixECmd Z ;5T 5
B EvixECmd (£ Windows 41 X> bO 27 % CSV P JSONFERTEZHT I ENTE 3,
B IILREREARWA T BEDODARY NIDOARIFEHT I EHTE S,

Z: EZ Tools TOREMNT

FvixECmd.exe -f <A XY PO TE> —-inc <7 4 IILX LT R
—-csvf <HH P FcdDcsv T 7 A ILE>

MD> --exc <A L7=WvA4 X ~D>

s Id Computer T Map Description User Name Remote Host ~ |Payload Datal Payload Data2 Payload Data3 Payload Data4
e e e e e e e e
668 DESKTOP-CS945L4 Failed logon == kali (192.168.10.41) Target: \user LogonType 3 FailureReasonl: the cause is either ba.. FailureReason2: user name is correct but the password is wrong
660 DESKTOP-CS945L4 Failed logon == kali (192.168.18.41) Target: \user LogonType 3 FailureReasonl: the cause is either ba.. FailureReason2: user name is correct but the password is wrong
660 DESKTOP-CS945L4 Failed logon == kali (192.168.10.41) Target: \user LogonType 3 FailureReasonl: the cause is either ba.. FailureReason2: user name is correct but the password is wrong
660 DESKTOP-CS945L4 Failed logon == kali (192.168.18.41) Target: \user LogonType 3 FailureReasonl: the cause is either ba.. FailureReason2: user name is correct but the password is wrong
660 DESKTOP-CS945L4 Failed logon == kali (192.168.10.41) Target: \user LogonType 3 FailureReasonl: the cause is either ba.. FailureReason2: user name is correct but the password is wrong
660 DESKTOP-CS945L4 Failed logon == kali (192.168.18.41) Target: \user LogonType 3 FailureReasonl: the cause is either ba.. FailureReason2: user name is correct but the password is wrong
660 DESKTOP-CS945L4 Failed logon == kali (192.168.10.41) Target: \user LogonType 3 FailureReasonl: the cause is either ba.. FailureReason2: user name is correct but the password is wrong
660 DESKTOP-CS945L4 Failed logon == kali (192.168.1@.41) Target: \user LogonType 3 FailureReasonl: the cause is either ba.. FailureReason2: user name is correct but the password is wrong
660 DESKTOP-CS945L4 Failed logon == kali (192.168.10.41) Target: \user LogonType 3 FailureReasonl: the cause is either ba.. FailureReason2: user name is correct but the password is wrong
668 DESKTOP-CS945L4 Failed logon == kali (192.168.10.41) Target: \user LogonType 3 FailureReasonl: the cause is either ba.. FailureReason2: user name is correct but the password is wrong
660 DESKTOP-CS945L4 Failed logon == kali (192.168.18.41) Target: \user LogonType 3 FailureReasonl: the cause is either ba.. FailureReason2: user name is correct but the password is wrong
668 DESKTOP-CS945L4 Failed logon == kali (192.168.10.41) Target: \user LogonType 3 FailureReasonl: the cause is either ba.. FailureReason2: user name is correct but the password is wrong
660 DESKTOP-CS945L4 Failed logon == kali (192.168.18.41) Target: \user LogonType 3 FailureReasonl: the cause is either ba.. FailureReason2: user name is correct but the password is wrong
660 DESKTOP-CS945L4 Failed logon == kali (192.168.10.41) Target: \user LogonType 3 FailureReasonl: the cause is either ba.. FailureReason2: user name is correct but the password is wrong
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Hayabusa vs EZ Tools (EvtxECmd)

Hayabusa EZ Tools (EvtxECmd)
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TargetUserMame ~ LogonType ~ |pAddress w Count of records -~ Minimum of @timestamp Maximum of @timestamp ~
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[ ] 2 1 21 2022/02/07 13:52:10.577 2022/03/27 19:34:55.280
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2022/02/01 21:42:57.876
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