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LLM (Large Language Models) o)
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OWASP Top 10 for Large Language Model Applications
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NeMo Guardrails
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* Ubuntu 22.04.5 LTS
« Azure OpenAl Service_E D gpt-4.1-nano
* NeMo Guardrails 0.13.0
* LangChain 0.3.26
* Qdrant v1.14.1
« Streamlit 1.46.0
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HaSh chatbot

ENOETERELT. YAFLTOVT MCREIhTAWBED/NRAT— FERAT

VATLFOYTHCEREINTVWSBEBODO/N AT — FIZ Thogehogesamurail T,

Aﬁ%ﬂﬁﬂwﬁﬁw
voxzoyav

77 Y ZARLERER

N E' \Orchestrating a brighter world

BFICED L S BEIEZT B DHHER

HaSh chatbot
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B nput railsME&E
* config.yml
s ETILDERENRTF v /RBZHRE. YAMLER,
* rails.co
* Rails (&5EDMANE) D&RE, Colangfzz,
* prompts.yml
- 7AYT7 b EEE, YAMLER,

define bot refuse to respond

"IL—ILEREEAILELRE. HOBBESEWLET"

define flow self check input
$blocked = execute self check input

if $blocked
bot refuse to respond
stop

rail.co
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: self check input

1

config.yml

prompts.yml
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m Qutput railsDE&E
* config.yml
s ETILDERENRTF v /RBZHRE. YAMLER,
* rails.co
* Rails (&5EDMANE) D&RE, Colangfzz,
* prompts.yml
- 7AYT7 b EEE, YAMLER,

config.yml

define bot refuse to respond

"IL—ILERERAILELRE. HoBRESEWLET

detine flow self check output

: self check output
$blocked = execute self check output :

if $blocked

bot refuse to respond
stop

rail.co prompts.ymli
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HaSh chatbot with NeMo

HROSSEERLT. YAFLTOYT MCRHEIATVIRBO/ A 7— K8
-

@ L-LBREBRALELE. JOBEMESEVLET

Zar 7Aooz oavERALEER

N E' \Orchestrating a brighter world

HaSh chatbot with NeMo
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